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.My Oracle Support Configuration Manager 2%
What is it?

DRACLE' MY ORACLESUPPORT  +r PuwerView is OFF Wielome, Purlland | Zettings | Feedback | SionCul | @

Dashboard  Knowledge  Service Requests  Pabches & Updates  Community  Certify  Reports  Collector Favorites - |_§\] v | Search Knowledge Q\
Last updated 0 minutes ago E}S}

A Support capability that automates configuration information exchange
between Oracle and our customers enabling faster resolution and
proactive detection of issues that our customers might encounter. My
Oracle Support utilizes core configuration management capabilities
available from Oracle Enterprise Manager and provides:

» The ability to define configurations and organize projects

« Aview of System details and changes

+ Create, track, and status Service Requests

« Advanced Knowledge Management capabilities

 Proactive problem avoidance with HealthChecks

 Proactive Product and Security Alerts

+ Service Request Priority Handling

ORACLE
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Configuration Manager 22
The Four C’s

Configuration Collector (at Customer)
. Collector deployed into each Oracle Home

. Allows configuration information to be collected and uploaded directly
from the customer site

. Collector can be set to auto-update, minimizing customer maintenance
. Uploads initiated by collector over a secure pipe
Centralized repository (at Oracle)
. Contains the customer configuration information
. Can be leveraged to provide:
*  Health checks
«  Patch advice
* Inventory and usage
Content Server (at Oracle)

. Acts as publisher of revised configuration collector content for
download by the collector.

. Connection with My Oracle Support (at Oracle)
. Allow customers to log SRs referencing the uploads configurations
. Allow customers to view their configuration details
. GC: enables proactive health & patch recommendations
. GC: inventory reports

ORACLE
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. How do we ensure Security?

* All connections go trough https/ssl 128 bit with
public/private key exchange

* All connections go to https://ccr.oracle.com:443

* You can instruct OCM to use a proxy if you are not
connected to the internet directly

* You can create firewall rules to allow outgoing traffic to
CCR Host

* More information:
http://download.oracle.com/docs/html/E12881 01/security.htm
http://download.oracle.com/docs/htiml/E12882 01/connectivity.htm

ORACLE
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. What is a System?
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operating system running on a machine
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critical 5 ] Create SR Actions v Contact v Q,
ey ey e L)
Wiarning 15 |
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Overview
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Server - Enterprise Edition]

=| COracle Database Server Component Invalid After Upgrade To 10.2.0.4, 11.1.0.6 Or 11.1.0.7 [Oracle Server - Perzanal Edition, Oracle Server - Standard Edition, Oracle
Server - Enterprize Edition]
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Associated Projects (0)
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L Dicoxered Sraducks =| 10T Corruptions After Upgrade From COMPATIBLE

=| ALERT: Oracle 11g Releass 2 (11.2) Support Status and Alerts [Oracle Server - Enterprise Edition]
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Individual Target View

ORACLE My orACLE sUPPORT Welcome, Charles | CombactUs | SignOub | @ Help
Dashboard | Knowledge | Service Requests | Patches & Updates | Community | Maore.., - T Favorites @ = | Search Knowledge Base Q§ B4
Dashboard = RACASMI_crs_aulnx1l_rac = Last refrashed 23 minutes age (gl
EJRACASMI crs RACASMIL (Database Instance] | craste st Customize Page. .

¥ Target Overview = ¥ Target Health & & [® | ¥ Target Patch Recommendations & 5 ¥
Total Issues: 7 Visw by () Classiication () Targat Type
critieal 1)l
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. Snapshot and Compare Configurations
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. System Dashboard View of the Host 221
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Support ID0 15292666 (Oracle Support Services)

¥ Configuration

2=
Aclions -

Al Mone Today (Mowv 11 2009) B

Hardware Hardware (%)

Operating Syskem
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Host: User Defined Products
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. System Health — Health Checks a6
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. System Health Dashboar
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ORACI—E' MY ORACLE SUPPORT
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Dashboard =
Health Recommendations

Health Recommendations

Critical (258) iarning (527) Informational (571) | Wiews Suppressed Thems

Welcome, Charles
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| ContactUs | SignOut | @Heh:
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Last refreshed 0 minutes ago Eﬁ

l Suppress (1] - J

Configure (3] | Performance (12) | Availability (2300 | Configuration (4) | Install (1)

@ Health Check, 1a Target
|\|_(| Database trace files are readable by users COREMFG
Database trace files are readable by users WR1Z
Cratabase trace files are readable by users Plzo4
Dratabase trace files are readable by users WISLAOL
Database trace files are readable by users 1204
Database trace files are readabls by users DEMO11T

Incorrect privileges for SYSMAM on some UTL packages EMREP1_emrep

Incorrect privileges for SYSMAN on some UTL packages EMREP _ermrep

Database trace files are readable by users
Risk.

Security (8)

Type
Cratabase Instance
Dratabase Instance
Dratabaze Instance
Cratabaze Instance
Cratabase Instance
Dratabaze Instance
QM3 and Repasitory

OMS and Repositary

Oracle Home
foraclefdbjftech_stf10.2.0
fduz Rz fdb tech_stj10,2.0
duzrizo4/dbtech_sti10,2.0
Jamer foracle fwislall frislad 1dbfa.2.0
iz 1204idb ftech_st/10.2.0
fappsfdemollifdemallidb/9.2.0
facratchforaclefdbiog

Jusrfappjoracle fOracleHomes db10g

Hast
carernfg-ro.ro.oracle.com
pink.us.oracle.com
icmorllus.oracle.com
celalmxd.us.oracle.com
icrmorl2 us.oracle.canm
glderna-11i.us.oracle.com
emdgal-vm7? .croracle.com

probu-pc.ro.oracle.com

Dretected
4 days ago
1 ywear ago
1 wear ago
1 year ago
1 wear ago
1 ywear ago
B+ weeks ago

S+ weeks ago

The _TRACE_FILES_PUELIC parameker indicates whether or not debugging krace files generated by Oracle in the directory specified by the USER_DIUMP_DEST parameter are readable ko everyone, Access to these debugging trace files should be

restricted in order ko prevent exposing sensitive information regarding the database as well as the applications running on it.

Recommendation
Set _TRACE_FILES_PUBLIC ko FALSE.

Mame  _trace_files_public

Yalue  TRUE

[«]

]

Copyright {c) 2009, Oracle. 4ll rights reserved. Legal Motices and Terms of Use | Privacy Statement | 3rd Party Licenses
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. System Health Dashboar 2l
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Health Recommendations
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Configure (3) | Performance (12] | Awvailabilty (2300 Configuration (41| Install (1) | Security (8)
@ Health Check la Target Type Cracle Home Host Dretected
| Dratabase trace fles are readable by uzers COREMFG [Cratabase Instance oracle ach_stf10.2.0 corermfg-ro.ro.oracle.com 4 days ago
v b fil dable b b. fovaclefdb ftech_st/’ Fg | d
Dratabase trace files are readable by users WR1Z SUppress [ssue (thiS health check for this target: COREMFG) 2ar ago
Dratabase trace files are readable by users Piz04 2ar ago
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Database trace files are readable by users Ciz204 eaF ago
Cratabase trace files are readable by users DEMC 11T Settings. y 2ar ago
Incarrect privileges for SYSMAM om some UTL packages EMREF1_emrep Ahaut Adobe Flash Plaver 10, weeks ago
Incorrect privileges For SYSMAN on some UTL packages EMREP _ermnrep = FE = = weeks ago

Database trace files are readable by users
Risk

The _TRACE_FILES_PUELIC parameter indicates whether or not debugging trace files generated by Cracle in the directory specified by the USER_DUMP_DEST parameter are readable to evervone, Access to these debugging trace files should be restricted in order t
information regarding the database as well as the applications running on it.

Recommendation
Set _TRACE_FILES_PUBLIC ko FALSE.

Mame  _trace_files_public

Walue  TRUE

|4. [T | |>|
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Grid Control 10.2.0.5.0
¥ Inventory (See Report) g
L=
View by | Middleware v | Inventory (Ses Report) & 5 %
Oracle Application Server 10.1.2.3.0 Wiew by l Applications v J

Oracle Application Server 10.1.2.0.2
Oracle Application Server 10.1.3.0.0
Oracle Application Server 10.1.3.1.0
Oracle Application Server 1.0.2.2
Oracle Application Server 10.1.3.2.0
Oracle Application Server 10.1.4.3.0
Other

Oracle E-Business Suite 12.0.4
B Oracle E-Business Suite 11.5.10.2
B Oracle E-Business Suite 12.0.0
Oracle E-Business Suite 12.0.6

ORACLE
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. Service Request Region

ORACLE my 0RACLESUPPORT 7 PowerView is OFF Welcome, Charles | ContactlUs | SignOut | ® Help:
Dashboard  Knowledge — Service Requests  Patches & Updates  Community  More,., - 17 Favorites = @ + | Search Knowledge Baze Ck ¥
Dashboard Last refreshed 14 minutes ago @ﬂ

Customize Page...

P Health Recommendations & 5% | P Systems V=Nt J
¥ Inventory (See Report) 2 B2 X ¥ Service Requests 2 = X
i 7 i Include Hard Closed
Wigww by [ Management Software - J Filters: Technical SRs Only —
Grid Control 10.2.0.5.0 PRI R e |Contact |+ Q|
@ Problem Surmary SR Mumber Legacy SR * Severity Zontact Status Last Updated 1 ¥
Meed aszistance on WISHROL 3-1082525933 °r 3 Jason Wiilliams  Awaiting Inte.., Today =
UPK: CAN'T RECORD SAP DEMO LUSING UPE 3-1059244325 hrd FAY: Tessa Liu A Customer ... Today -
P21P001 stocking bype R itern Error Message 3-1053769471 o FAY: Rammn fwena  uork in Prog.., Today
rieed Foot accress 21082065681 ol k] Escalsted & D Prog... Taday
Planning initiate HTTP instead of HTTPS in SSL Acc 3-915525279 f_'_‘ & 2 Arvind Gupta  Development ... Today
P Getting Started = J LOWTiWE WAT retention upan importation orders 3538085220 pwd 3 Ramon Awena  Work in Prog.., Today
Partal Activitiy Timeout Mot Working As Expected  3-1081259113 3 Michael Clark (& Customer .. Today
Add sdc2851i009 inka d3.0s.ts Domain 2-1075429491 hrd 3 Sergio Dias Wiark in Prog.., Today k2
B Projects A= ]
B Targets & B X J
[ News & B J Bk Knowledge Articles =N J

Copyright {c) 2009, Oracle. all rights reserved, Legal Motices and Terms of Use | Privacy Statement | 3rd Party Licenses
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. Viewing a Service Req

uest

avi6

hroug

DRACLE. MY ORACLE SUPPORT Welcome, Charles | Comtact Us | Sign Out | @ Help
Dashboard | Knowledge | Service Requests | Patches & Updates | Community | More.., - ¥ Favorites = @ + | Search Knowledge Base Ck ¥
Dashboard = Last refreshied 18 minutes ago @E’)
r SR 25846317 SR for Demo Purposes - Database | Actions - H @

¥ Description E Information N
Product  Oracle Server - Enterprise Edition Status Revigw Update
) ) ) ) Severity 2
Last Update {17+ weeks ago) Email Update button has been pressed: Sending email to charlie.freeman@aracle. com, Escalation Skabus Escalated
Edit your Service Reguest
(_Update... | Upload... Request Mumber  2-5846317
Legacy SR MNumber  7270484,993
Histary Organization Mame  Oracle Suppart Services
Sortby | NewtooOl |w V] Hide Systern Messages Demonstration
Conkack Charles Freeman
Suppork ID 15367094
f ; Opened 31/12/2008 10:00 am
il Last Updated 15/07/2009 3:33 am
December 31, 2008 10:00:02 AM GMT-07:00 Seskem DEMCLLL glde  Edit System...
ma-
1li.us.oracle.co
This SR was saved as a draft on: 31-DEC-2008 08:59:37 ri_db
Project . Hast gldero-11i.us.oracle. com
-.- . ; s .- Produck Oracle Server - Enterprise
htips://metalink2.oracle.com/metalink/plsql/f?2p=117:13:::::P1_PR0O1_ID:4442.994 Edifion P
Aok Produck Version 2.2.0.8.0
Configuration: Flatfarm Lin: <56
https://metalink2.oracle.com/metalink/plsql/f2p=117:9:::::P1_CONF_ID:372899.992 Project Charlie's Project
Hokok Project Milestone
Bug Reference 7359366
. Attach ¥
Computer: gldemo-11i.us.oracle.com Aehments Hpload. .
Hkok Wigw Files
Problem Description: Related Articles
This is a test SR for Demo purposes Collabaration Toin Weh Conference
# Describe the sequence of events leading to the current situation/error: # d|

Copyright () 2009, Oracle. All rights reserved. Legal Mokices and Terms of Use | Privacy Statement | 3rd Party Licenses
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. Projects Region o

% i PowerView is OFF Welcome, Charles | Contact Us | Signout | Help
MY ORACLE SUPPORT
Dashboard | Knowledge | Service Requests | Patches & Updates | Comrmunity | Mare... - TF Favorites - + | Search Knowladge Baze Ck ¥
Dashboard Last refreshied 31 minutes ago @&
Customize Page...
B Health Recommendations P al=N| | B Systems Z 5 M
I Inventory (See Report) Fal=NE| I P Service Requests P =N
[ Getting Started =& ] B Bug Summary P =N
¥ Projects & 5 H
Create Mew Project | Actionz - Search Project Marne q
L J J B
2 Narne 1a] W Description Phase Organization Cornpletion Date
Charlie's Upgrade 1:? Demonstration of the Project functionality Other Oracle Support Se.., 1 wear ago -
CCE <7 deb Production Cracle Support Se,,, Mot Specified r
DRI Demo Systerns Drernonstration configuration monitor praject Production Cracle Support Se,,, 2+ years ago =J
DRI Dera's 77 Demo systerns in DRICPs Production Oracle Suppart Se,,, 2+ years ago
Demo - PHC Test 77 PNC test Demo Proj Production Oracle Suppart Se.,, 6+ weeks ago
Dremo Honeywell 77 Demo Honeywell (production) Production Oracle Support Se,., Mot Specified
Demo Honeywell 77 Demo Honeywel (production) Production Oracle Support Se,,, Mot Specified
Dermo Project 17 [DemoBa Irnplennentation Oracle Support Se,., In 2 weeks
Derno Project 77 Demo Project Implementation Oracle Support Se,., In & days
Dremo Test 17 Mew dev project Drevelopment Oracle Support Se,,, 27+ weeks ago
P Targets Z 5 ®
B News & B P Enowledge Articles & 5 M
Copyright {c 2009, Oracle, all rights reserved, Legal MNokices and Terms of Use | Privacy Statement | 3rd Party Licenses
| Transferring data from support.oracle.com... &z
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. Project Dashboard Froug

Welcome, Charles | Comtact Us | Sign Out | ®Help

ORACLE My oRACLESUPPORT  * Poweriew is OFF
ﬂf Favarites - @ - | Search Krowledge Base Ck A

Dashboard | Knowledge | Service Requests | Patches & Updates | Comrunity | Mare.., -
Last refreshed 32 minutes aga @[ﬂ

Dashboard =
Tr Charlie's Upgrade (Project)| createsk Cuskomize Page. ..
=it

& B ¥ | ¥ Service Requests
Include Hard Closed ||

¥ Project Health

Total Issues: & Filters: Technical SRs Only
critical 3 Ml Craate SR Actions ~ Contact v Q,
- e | — | -
arming 2 _|
) 1 @ Problem Surmmary SR Mumber i Sewerity Contact Skatus Last Updatad
Informational 2 B This is a best SR For dermo purposes 2-593997% o FAY Charles Freeman Review Update 20+ wesks ago
Wiew Suppressed Ikems
¥ Project Overview =

Edit Project ¥ Systems Z o X
- Actions - Search Systern Marme ¥
Mame  Charlie's Upgrade Vit i) 2 & i

) Narne 1a] o | LastCollected Type Oracle Home Organization
fappsfdenollifdemalli., ORACLE SUPPORT SER..

Description  Demonstration of the Project functionality
DEMC11I_glderno-11ius.oraclecorm_db Tr & 33+ weeks Database Instance
Qrganization
Phase

Completion Date  30/12/2007

B Associated People (1)
3 Milestanes (0}

[+ Support Identifiers (1)

Copyright () 2009, Oracle. All rights reserved. Legal Mokices and Terms of Use | Privacy Statement | 3rd Party Licenses
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Patches and Update — Patch Recommendations apio

hroug

Welcome, OOW | ContactUs | SignOut | (2)Hel

ORACLE my onacLe suppoRT

Dashboard | Knowledoe | Service Requests ( Patches & lUpdates)  Community | More,.. - T:? Fawvories - Z| = | Search Kne ‘-k £
Patch & Updates B minutesago ()
Customize Page, ..
B Patching Quick Links = M| ¥ PatchSearch -

|
¥ Patch Recommendations & - Search Saved Recant :

fiew by (8) Cassficaion () Target Type Patch ID or Mumber Product or Family (Advanced Search)

Patch 1D or Number i Type in comma separated vaiLes @ |
|

Clear Gave Fo—

All Recommendations View Suppressed [tems ]
|

¥ For Orade Database, Middleware, E-Business Suite, Siebel and Hyperion Products,  Learn Mare, .. l
¥ Patch Related Activity g = M % patch Plans = @

Downloaded Vigses

Requires colector version 10.3, 2 or newer. Learn More, ..

Fleyigved Favorites |

- - - Patch Plans Replacement Patch Reguests

) @ Harms la 'I'.ﬁ' Status 1ed Deployment Date | Remove
1 Patch ‘{ Review this | EES Prod Mpack to 11,5.10.2 Review Mew f bix 4 L!
E824F 3458341 18A 13F 477C0EB48ETES EN Upgrade U7 Mesds validation bics =l
3: MERGE LABEL REQUEST ON TOP OF " My Now Makn Windom o Nesds Valdation =
11.1.0.7 FOR BUGS 6059173 ™
My Maw Patch Rollout Anziyzs Falad b4 |
6340740, .. w o _ =
Nov Main Window for prod DB 5.7 Ready for Dovwnload B
Ready for Downloa b
" s iov Prod D T Mew Mot Specifis 2 L=
7" Patch 83568555: MERGE LABEL B Review this J
REQUIEST ON TOR OF 10,.2.0.4.0 GC
FOR BUGS 8625956 7534008
1'7 Patch 8375095: MERGE LABEL 2 Review this |7

Copyright (c) 2009, Orade, All ights reserved, Legal Motices and Terms of Use | Privacy Statement | 3rd Party Licenses
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. Patch Recommendat

ORACLE" vy oracLe suppoRT

r PowerView iz OFF

Welcome, Chatles |

Contact Us | SignOuk |

® Help

Dashboard | Knowledge | Service Requests | Pabches & Updates | Community | Mare... « 7 Favorites - @ + | Search Knowledge Baze
Patch & Updates - Last refreshed 0 minutes ago
Patch Recommendations
Patch Recommendations
‘iew Suppressed Ikems l all Classifications = . Choose Filtar « |
@ Patch I 1 & Classification Drescription In Plan Target Type Cracle Home Huost Dretected
4599479 Other Recom..,  UNDO/REDO CORRUPTION WITH STORED P.. EMREF Databaze Insta.., fullfsppforacksfprodu.., sperez-cloloracle.com 18+ weeks ago
4899479 Other Recom..,  UMDOREDC CORRUPTION WITH STORED P.. CRCL Dratabase Insta.. fullfsppjoracle/produ.. aperez-cl.cloracle.com 14+ weeks ago
CIE3534 Other Recom.,.,  ARRAY INSERT INTC PARTITIONED TABLE .. EMREP Diatabase Insta.. fulifsppforaclefprodu.., aperez-clcloracle.com 18+ weeks ago
| /] 536z5a4 Other Recom... ARRAY INSERT INTC PARTITIOMED TABLE C.. ORCL Database Insta.., fullfsppforaclsfprodu.., sperez-cl.cloracle.com 14+ weeks ago
E364143 Other Recom...  UUMPREDICTABLE CHAMGE IF 1 Patch selected = Full Screen @ Add ta Plan = E Download @l Suppress T @J}u... aperez-cl.cloracle.com 18+ weeks ago
C3R4143 Other Recomn...  UUMPREDICTAEBLE CHAMGE IM CRCL C'atabase Insta.., jullfappforacle/produ.., aperez-clcloracle.com 14+ weeks ago
5514109 Other Recom..,  ORA-B00 [KQL-HASH-COLLISION] AMD CRA-.. EMREF Databaze Insta.., fullfsppforacksfprodu.., sperez-cloloracle.com 18+ weeks ago
EE14109 Other Recom...  ORA-600 [KQL-HASH-COLLISION] AMD CRA-.. CRCL Database Insta.. fullfsppforaclefprodu.., speres-clcloracle.com 14+ weeks ago
CCFF046 Other Recomn..,  ADD OR DROP ATTRIBUTE BREAKS UMICH G, EMREP Diatabase Insta.. fulifsppforaclefprodu.., aperez-clcloracle.com 18+ weeks ago
BEFT04G Other Recom..,  ADD OR DROP ATTRIBUTE BREAKS UNION Q.. ORCL Database Insta.., fullfsppforacksfprodu.., sperez-cloloracle.com 14+ weeks ago
EEOS370 Other Recom...  APPLIED EDL & AMD 4966417 - HITTING CRA-.. EMREP Database Insta.. fullfsppforaclefprodu.., sperez-clcloracle.com 18+ weeks ago
CEOGZ70 Other Recomn..,  APPLIED EDL & AMD 4366417 - HITTING CRA-.. CRCL Diatabase Insta.. fulifsppforaclefprodu.., aperez-clclaracle.com 14+ weeks ago
5728380 Other Recom..,  STMAIL 2 PROCESSES SPIM OM IMNSERT STA.. EMREF Databaze Insta.., fullfsppforacksfprodu.., sperez-cloloracle.com 18+ weeks ago
CF 28350 Other Recom..,  STMAIL 2 PROCESSES SPIM OM IMNSERT STA.. CRCL Dratabaze Insta.. jullfsppforacle/produ.. aperez-cl.cloracle.com 14+ weeks ago
£392385 Other Recom..,  ASSERT IM KOPEPIC THROWIMG 22635 IMTE... EMREP Database Insta.., fullfsppforacksfprodu.., sperez-cloloracle.com 18+ weeks ago
£§92355 Other Recom...  ASSERT IM KOPEPIC THROWIMG 22635 IMTE... CRCL Database Insta.. fullfsppforaclefprodu.. speres-clcloracle.com 14+ weeks ago
C896963 Other Recomn...  PERF REGRESS LEWR KSLPSTEWEMT EMREP Cratabase Insta.. fullfappforacle/produ.. aperez-clcloracle.com 18+ weeks ago
CEIEIET Other Recom...  PERF REGRESS LEWE KSLPSTEWEMT E:H ORCL Dratabase Insta.. jullfappjforacle/produ.. aperez-cl.cloracle.com 14+ weeks ago
Ca0777a Other Recam..,  CURSOR PIM S WaAIT OM ¥ RUNMING DEMS... EMRER . Cratabase Insta.. fullfappforaclefpradu.., aperez-clcloracle.com 18+ weeks aga
7 Patch 5363584: ARRAY INSERT INTO PARTITIONED TABLE CAN CORRUPT REDH
Last Updated Feb 27 2007 {2+ years ago) Size 79.9KE
Platform Lin #36-64
Product RDEMS Server Support Level  General
Release 10.2.0.3 Classification  Other Recommendations R 10.2.03
Patch Target ©ORCL
Download
Bugs Resolved by This Patch 1 Files, Total 79.9 KB Show File Details
363584 ARRAY IMNSERT IMTO TABLES CAM CORRLUPT RED Downloads 310 Vigw Trends

Ralatead Knnwladne Fn thic Pakrh
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@
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. Patch Details - Full Screen View e

DRACLE' MY ORACLE SUPPORT Welcome, Charles | ContactUs | SignOut | @ Help
Dashboard | kKnowledge | Service Requests | Patches & Updates | Community | More,,, - L7 Favorites - @ - | Search Knowledge Base Ck ¥
Patch & Updates > Patch Recommendations = Last refreshed 1 hour, 20 minutes ago @ﬂ

77 Patch 8705958 TRACKING BUG FOR 10.2.0.4.2 PSU FOR CRS

Platform Linux =86

Product Cracle Database Family Support Level General r
Release 10.2.0.4 Classification  Other Recommendations Eeleass 10.2.0.4
Patch Target RACI10G_crs
| Yigw Read Mea | I Download ‘
Bugs Resolved by This Patch 1 Files, Tatal 44 ME  Show File Details
3705353 TRACKIMG BUG FOR 10.2,0,4.2 PSL FOR CRS Downloads 314 View Trends
Related Knowledge to this Patch Close (3]
8705358 .2 Bug 8705958 - 10.2.0.4.2 CRS Patch Set Update Madified 101972009
9674721 Critical Patch Update January 2010 Pateh A ailsbility Document for Oracle Products Modified 0203 /2010
EEEC79.1 10.2.0.4 Patch Set - Availability and Known Issues Madified 011172010
FEEEFL1 Cracle Recommended Patches -- Oracle Database Madified 011172010
F93600.1 SOLARIS: "opatch lirventory” is Failing with error code 73 on Remote Mode in 10.2.0.4 RAC environme Modified 1103 /2009 -
40E520.1 10.2.0.% CRS Bundle Pakch Information Madified 01,27 /2010 B i
8436582 .3 Bug 3436552 - 10.2.0.4 CRS Recommended Patch Bundle #4 Modified 107192009

Community Reviews Wite a Rewview

UserS731z
NOt working - solved
&+ weeks ago
‘wiorks on internal disks so the

storage was the problem. ..
EricaH - Moderator

Re: Mok working
9+ weeks ago

Hi,
Please log an SR for this issue
after applying PSU 2,
Thanks,
Erica

UserS731z

[«]
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. Patch Plan Wizard

avi6

hroug

ORACLE’ mv oracLe suprorT Welcome, Charles | Cortact Us | Sign Out | ® Help
Dashboard | kmowledge | Service Requests | Patches & Updates | Community | Mare,,, - T Favorites - @ - | Search Knowledge Base Q ¥
Patch & Updates = Last refreshed 2 hours, 12 rminutes age Eﬁ
Create Plan Wizard - February poatching window

Patches
[ The table below lists all the patches currently included in the patch plan, Add patches from Pakch Recommendations or from Patch Search results,
4 General Information
| 2 Patches
- i @ Patch I 14 Type Crezcription Target Target Type
@ gzzrccilljn:ddﬂa;i:‘:tacnhllzi|jd|??!?’2:ol?nfnitncged FIFA0EL Fecommended Patch MLR OM TOP OF PORTAL 10,123 FOR CPUCCT2008 - MIDTIER. EnterprisefManagerl.emyvms ro.oracle .com Oracle Application 5.
pakches and one-off patches which you FIFA0EL Recaommended Patch MLR M TOP OF PORTAL 10,1.2.3 FOR CPUCCT200% - MIDTIER.  EnterpriseManager 1 linux i rwasser.ch Cracle Application 5.,
many need For your environment. When FIT0E1 Recommended Patch MLR M TP OF PORTAL 10,1.2.3 FOR CPUOCT2008 - MIDTIER EnterpriseManagerl.probu-pero.oracle.com  Oracle Application S...
vou select a patch Fr.om b r?su":s ,UF 2 FIFA0EL Recommended Patch MLR OM TOP OF PORTAL 10,123 FOR CPUCCT2008 - MIDTIER. EnterpriseManagerl.offworld .cloracle.corn Oracle Application 5.
patch search, there is an option to 'Add ko
Plan'. FITA0EL Recommended Patch MLR M TOP OF PORTAL 10,1.2.3 FOR CPUCCT200% - MIDTIER.  EnterpriseManagerl.emblra.oracle.com Cracle Application 5.,
FI7o0s1 Recornmended Patch MLR M TP OF PORTAL 10,1.2.3 FOR CPUOCT2008 - MIDTIER ErterprisaManagerl.sunl.rwasser .ch Oracle Application ...
FIFA0EL Fecommended Patch MLR M TP OF PORTAL 10,1.2.3 FOR CPUCCT2008 - MIDTIER, EnterpriseManagerl.emgal-vm? cnoracle,.., Oracle Application 5.
FIFansl Fecommended Patch MLR ©M TOP OF PORTAL 10,123 FOR CPUGCT2008 - MIDTIER, EnterprizeManageri ssibils-desktop Cracle Application 5.
8521281 Recornmended Patch MLR M TP OF LDAP 10.1.4.2 FOR CRPUJJL2009 infra.infra,vrn.oracle oo Oracle Application S...
9119226 Recormmended Patch CPUIAMNZO10 DATABASE 10.2.0.4 ORC 10240 Cratabaze Instance
9119226 Recornmended Patch CPUJAMNZ010 DATABASE 10.2.0.4 emrac.mloracle.corn_def || _cluster_narme_e... Database Instance
9119226 Recommended Patch CPUJAMZO10 DATABASE 10.2.0.4 thar_crs_tharz [ratabase Instance
9119226 Fecommended Patch CPUIAMZO10 DATABASE 10.2.0.4 emrac.nloracle.com_def_|l_cluster_name_e... Database Instance
9119226 Recornmended Patch CPUJAMNZ010 DATABASE 10.2.0.4 orclf_crs_orclf2 Database Instance
2 Walidation
(3) Review & Download
l # Required Field
Exit Wizard | Back. | | Mext | | Finish |
Copyright () 2009, Oracle. All rights reserved. Legal Motices and Terms of Use | Privacy Statement | 3rd Party Licenses
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Patch Plan Wizard - validation se

illa Firefox = |EI|£|

Fle Edit Wiew History Bookmarks Tools Help

6 - C X @ | httes: fsupport.oracle.com AZSP AUifash.htmi#tab =FatchHomePage (page=PatchHomePageiic 17 - | ]'|Goog\e P
[2] Most visited 8P Getting Started 5 Latest Headines | CSMHome tools | MOS | Logon [8] AuthoringProcess < K..  Zimbra LogonZ _ iPhone  Mefrics [ vonage >
J [ My Oracle Support | Plan Wiz... |—| |T
ORACLE" my oracLE sUPPORT Welcoms, Charles | ContactUs | Sgnout | (2) Help
Dashboard | Knowledge | Service Requests | Patches & Updates | Community | More.., = TF Faverites = @IW Ck ¥
Patch & Updates = Last refreshed 2 howrs, 20 minutes age g

Create Plan Wizard - February poatching window

Yalidation

[@ General Information &hdatej COI‘IfliCtS Detected

Plan last validated Today
<« Patches

Some of the patches cantained within this plan conflict with the software on your
4# Yalidation

machines, Most canflicts can be resolved by requesting replacement patches (kypically,
it bake 3-7 business days far the replacements ta become available),

Request Replacement Patches

B Patch ID From Description
& fudtapp/oraclefproduct{10.2.0/db_t (Gracle Home with 0 Ttem)

= o Jullfapp/oraclefpraduct{10.2.0/gridforms 10g [Oracle Home with 1 Ttam)
Meszage Set 1 (0 Iten] ‘alidation could not be performed on this Oracle Home, Mare Details. ..
I % ju0ifappjoraclefomsi0g (Oracle Home with 1 Ttenm)
@ Jubifapporaclefpraduct{10.2.0/db_1 [Sracle Hore with 0 Ttam)
B % jdo/productfgefoms10g (Oracle Home with 1 Item)
% o jhomeforaclefinfra (Cracle Home with 1 Ttem)
Message Set 100 Itern) Walidation could not be perfarmed on this Oracle Home, More Details,..
B %" jhomejoraclefOracleHomes foms 10g (Oracle Home with 1 Tterm]

w B juoz/appjomsz/oms1og (Cracle Home with 1 Tterm)

= Canflicting Patch Sat 1 (4 Tterns) Request Replacement Patch
Fr20s52 Existing Patch CWERRIDIMG DEFALLT BACKUP LOCATION GIVE EXCERTION FOR RAC
2370785 Existing Patch JAYALANG CUTOFMEMORYERROR CAUSES THE GC41_EM COMPONENT TS RESTART
2615338 Existing Patch CAMMOT ADD RECOWERY CATALOG IM GRID CONTROL 10.2.0.5
3472279 Existing Patch MANUAL DISCOVERY AUTOMATICALLY ADDS TARGETS TG AL GROUPS FOR THE ADMIMISTRATOR

w % jusrfapp oraclefCracleHomesfoms10g (Cracle Home with 1 Ttem)
Message Set 1(0 Ttern) validation could not be performed on this Oracle Home. More Details...
b B juoyspporaclefproduct10.2.0/db_t [Oracle Home with 3 Ttams)
B % Joptioraclefproductforns10g (Oracle Horne with 1 Thern)
" jullfappjoracle/product/10.2.0/db_1 [Cracle Home with 0 Ttem)

(3) Review & Download B @ [cratchforaclejoms10g (Oracle Home with 1 Thern)
l # Reguired Field
Exit Wizard | Back /| Mext || Fnish |
Copyright {c) 2009, Cracle. All rights reserved. Legal Motices and Terms of Use | Privacy Statement | 3rd Parky Licenses
| Transferring data from support.oracle.com... 8 4
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. Patch Plans - Replacement Patch Requests  ra.c

J [=] My Oracle Support | Patch & I - F
ORACLE' MY ORACLE SUPPORT -+ Powerliew is OFF Welcome, Charles | Comtact Us | Sign Out | @ Help
Dashboard | Knowledge | Service Requests | Patches & Updates | Community | More... - 57 Favorites - E‘] + | Search Knowledge Base Ck ¥
Patch & Updates Last refreshed O minutes ago E{g
Customize Page...
¥ Patching Quick Links ) ¥ Patch Search = =
Oracle, Siebel and Hyperion Saved Recent
i i - Patch ID o Mumber | Product or Family {Advanced Searchi
Software and Patch Search Sites
Updates via E-Delivery Peaplesoft o Patch IC ar Mumber s Twpe in comma separated values
E-Business Suite 10 Edwards
Oracle E-Business Suite Clear Save Search
Latest R12 Packs Recommended R1Z Patches
Latest 11i Packs Recommended 11i Patches The Patch Search region is only For Oracle, Siebel and Hyperion Producks,  Learn Maore. ..
Advanced "Classic" Patch Search
¥ Patch Plans = ¥
Oracle Server/Tools
Lakest Patchsets 1 Patch Plans Feplacement Patch Requests
all Quick Links open in a new window 2 Mame 1a] 1y Status Deploy Remaove
Charliel *_\“ Ready for Download Mot Specified %
¥ My Patch Recommendations 2 5 X Dan kest 7 Ready for Download Mot Specified 5
RN LT (g e (g TaratE T February poatching window *_:‘ Review Analysis Mot Specified it
MLR. spplication Plan .7 Ready for Download Mot Specified b 4
Oradle Applcation Ser.., 217 I testo125 17 Ready for Downlozd Mo Spacifid ®
Cratabase Instance 206 _t
Cluster Datsbaze z6 )
¥ Patch Plans =
All Recommendations Yiew Suppressed Items
PP Patch Planz Replacement Patch Requests
Requires collector version 10,3.2 or newer, Learn More. .. @ Status 1a) RequetiD Patch ID s Requested
BT e 25 @ Pending 269399 February poatching window Today
Pending February poatching window Mat Specified
Yiew by (#) Classification () Target Type
security 161 [ INGCGG
Other Recommendations 288 _I
All Recommendations Wiew Suppressed Items
Requires collector version 10,3.2 or newer, Learn More. ..
¥ Patch Related Activity Y Al | | =
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My Oracle Support
Phase Overview

Database Upgrade from 10.2 to 11.2 = Evaluate

1.Evaluate 2.Flan 3. Configure

avi6

hroug

&. Accept

Mews and Anncuncemenls

4. Test 3. Implement
Phase Owerview D ri enr
:;.- Step by Step Guide = The goal of the UPGRADE - EvVALULATE pi

requiremernt=s and
B Leam about the walue of upgrading
B Rewview Product Enhancements
B Consider Configuration Efficiencies
O Leam about performance and scalability
improwvements.
B Review Product Quality Improvements
B Review Lifecycle Improvements
O Review hardware and 3rd party software
stack changes.

inthe curment system.

Brezs of Foous:

= Potential business improvements,
= Performance and scalabi

explore new possibilties forthe enterprize toim
advantage. Emphasis onimproving busines=s g

provments

buziness

Overview section

iciency, effactiveness or competitive
pgrading existing hardwarefoftware

can be achigved by upgrade. Examples:

= i = Process improvements
B Reviyy Potential Environmental = Resource optimization
Impa Upport hitatrix = Risk reduction
= Upgrade strategies
= Upgrade impact
Expected Outcome f Deliverabfes:
= Documented GOMO-G 0 decision for upgrading to 3 new and specified version
= Documented understanding of the impact forthe busines=s
= Expected benefits forthe business
= BExpected costs (people,other recounces time, impact on other systems
= Documented Risk Assessment
Related Resouroes
S #
CoOpe a
a d to guide customers on the path to plan for and
Step By Step Guided Path abasze from Orgcle Detabase 10g relezse 2 B DB 1L
Trororerrorerere=2 (1§ 2). Guided paths for other versions will le at a
Iater date. Customers wishing to upgrade from 9 2 to any later Dat; o
may consult the 109 Upgrade Companion [0 466121.1].
Knomledge: Context — based MultiMedia Rich content
Oracle 11g Release 2 Information Center Ooc D
8822z 1
11.2 Certification Highlight= Do D
10650241
= Related
Communities
Froducts

Jointhe Upgrade Adwvisor Community totake advantage of an eaxtensive resounze network

existing product specific communities:

= Windows DB In=stall Support Community

©2010 Oracle Corporation - Proprietary and Confidential ® Database Administration Community

= LinuxAIMIE DB InstallUpgrade Support Community

including Oracle's Upgrade SMEs to get answers to wour questions, share best practices
with athers and give us your suggestions to improve the Upgrade Advisors.

Forall athertypes of ‘techrica! guestions related to ywour products, please keep on using the
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My Oracle Support Ul
Phase Overview

Database Upgrade from 10.2 to 11.2 = Evaluate

1. Evaluate 2.Flan

Phase Overview

= Step by Step Guide =

B Leam about the walue of upgrading

B Rewview Product Enhancements

B Consider Configuration Efficiencies

O Leam about performance and scalability
improwvements.

B Review Product Quality Improvements

B Review Lifecycle Improvements

O Review hardware and 3rd party software

changes.

Potential Environmental

upport htatrix

Step by Step Guided Path
L1 (BOM) steps — common to all Product Areas

3. Configure

4. Test 3. Implement &. Accept

Ol neieng

The goal of the UPGRADE - EWALUATE phase is to evaluate future and core business
requiremernt=s and

explore new possibilties forthe enterpris
advantage. Emphasis onimproving busin
inthe curment system.

LifeCycle Phase Overview

Brezs of Foous:

= Potential business improwem
= Performance and =g

Process improve

Resource optimization

= Risk reduction

Upgrade strategies

Upgrade impact

ich can be achiewved by upgrade. Examples:
ility improvments

Expected Outcome f Deliverables:

Documented GOMO- G0 decision for upgrading to 3 new and specified version
Documented understanding of the impact forthe business
= Expected benefits forthe business

= BExpected costs (people, other recources time, impact on other systems])
= Documented Risk Assessment

Scope:

Content based knowledge

to guide custome
ase from Oract

plan for and execute an

g refease 2 (102 to Oracle
wersions will be made awvailable at a
‘o any Iater Database wersion (upto 11.2)
181.1].

= Related

Froducts

©2010 Oracle Corporeﬁiéﬁ - Proprietary and Confidential

News and Announcern

Multim

B

Related Resouroes

knowledge: Community interaction

Oracle 11g Release 2 Info

11.2 Certification Highli
A0k

Communities

Jointhe Upgrade Adwvisor Community to take adwvanta an extensive nesounze network
including Oracle's Upgrade SMEs to get answers to wof questions, share best practices

with athers and give us your suggestions to improvefhe Upgrade Advisors.

Forall athertypes of ‘techrica! guestions related to ywour products, please keep on using the
existing product specific communities:

= LinuxAIMIE DB InstallUpgrade Support Community

= Windows DB In=stall Support Community

= Database Administration Community

avi6

hroug
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. Step by Step Guided Paths

o Dsaka, ,-
©2010 Oracle Corporation - Proprietary and Confidentiat *

Step by Step

Upgrade Advizor: Database [I0 231.4]

L1 (BOM) steps

Guided Path

Mool 24-JUN-2010 Type REFERENCE  Status PUBLISHED
Database Upgrade frorm 10.2 to 1.2 = Plan

1. Evaluats 2 Aan 3. Conflgure 4. Tait 3. mplemant 6. focept

Phaze Duerview

Choose and method

¥ Sten by Step Guide ]
[ Learn How o Parte 1wt Orack S Description: Chieee a0 undgrade path based on whal your starting version 4, and a0 uddgrade method hasad on pour Buiness and technical reguirsnies
1 Prefectiingankat ThancE Druratiom: wourd, deperding on the Aumnber « i CirEicks
[ Rewkw Archiechine and npkme vition Audience: Techrical maagenment, imgeneitatio s
(L1

1 Fevkw POk tal Envlioime val mpact

[ Reukw e Stpport Math

£ Reukw Uparack s llation G ke

1 Choore 1 rak ot andmeticd

1 Make [torrecomme iikd DB pakies
E Revkw O ack CISBIRaE fionie
clakges

[ Revkw DB\je hauhor C hanges

e yonr \ete nulionme it

First, detesrine your uprade

| Exportimport

E Cons KT mpacton
E Defieyorr Test
E Cons ke Tralig Ne
O Fevkw bkstprodct
O Litmles te artict

L] L
CTAS,COPY

SQLApply

Py Hert[v] 5 .
Oracle Streams

' Transporable Tablespaces |-
Transponable Dalabase

e rivethiod pou will we b upipade. Oracle Databade 110 supoorts the falowing methods:

e you Lrough Lhe rocess

Step by Step Guided Path

s, Win may nal B e Lo usgrads dractly Lo 112 from e verdion you aré curerily on. The upirade path will affect

the upgradde metfiod you chome.

Related Video: Dulabes Lngrade

il récovrirmend el pou réwidw Hhe stans fov Manca! Uioradd to el oo ondbestand wiial L

L2 workflow step content

L2 workflow steps — Product Area specific

@ Juhir

erird found in S0 o0

2 le=s eoniral e indvidudl uprade st

areHine uograde wsing Oracle supdied S0L scripts and wtilities: (My Oracle Sumort Complete Checklist for Manual Upgrade
o fdarkag
o The DA controls every sleg of the uprade process

e checks requrad of spoal logs for émars

by 11gA2 (Do 10 E575M0.1) provices a checklist for manual uogradess.)
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Upgrade Advizor: Database [I0 231.4]

Rich Content at L2 level

Modied 24-JUN-2010
Database Upgrade frorm 10.2 to 1.2 = Plan

1. Evaluats 2. Fan 3. Configurs 4 Tast 3. mplsmant 6. decapt
% Phaze Overvi

aae Hueruiey Choose upgrade path and method
* Step by Step Guide ]

Type REFERENCE  Status PUBLISHED

[ Learn How to Parte rwith Drack Swyport
Bl Profectingankation and Gow niaie

Descriplion:
Duration:

Choee an updrade path esad an whal yow
s, denerding on the number of choices

Sharting version
T

4, andd a0 updrade method bedad on powr Beingss and Lechrical requirsets.

= hoare nprak path e metiod
Make ltotrecomme iced DB patcies
[ RevkW O ack CIGEINaR Biomms
clakges

[ Fevlew D6 Be kankor  hanges

ek yonr estenionme it

Fove Pre-Upgrack Inkmaatos Tool
Fevkw ioi-<k ikt i tparamet s

[ DeMie your tiback piai | |

1 Coks ki mpacton User Do -
o [cTas, copy |

Export/impert

L

E Defieyorr TestStiak gy
E Conskir Trallig Meadk
E Revkw lestprodictiocime riatn

5 Lbtn ks b artioct
Prey / it [+]

SQLApply

Oracle Streams

Tlansum-ak;leTablespsces |-——-

L

] i

Potential future options planned, such as:
Product Upgrade Sandbox

VM- or Cloud-based Virtual Hands-On Lab

rf 2 0 Gudk you Lrrough the frocess
prefered melhod of wpradng

CornrnandHing intesf ace aliws

Eoooood

& Deakaiay

Offers less contral over individudl uprade stems

& Mawud Usgrade
o CommancHine worade wsing Oracle supdied 0L scrig
o fdarkag

o The DB cortras every slep of the uograde rocess
o Disabariags

©2010 Oracle Corporation - Proprietary and Confidentiat*

i checks regured of spoal logs For amird

@

[ Revkw Archfectire aid npkme vition Audience: Techrical maagenment, imgeneitatio s
(L1
1 Fevkw Pokrtial Ewlonme val mpact
O Fevkw e Sipport Matrh
1 Fevlew Upgrack e tallation Gakk First, delesming your undrade path. You may nol be ae o uaprade drectly

wie Lo uppade. Oracke Detabee 110 sumpors

Ag el

bies, (M

the feilirwing metfods:

¥ Oracle Sugport Cor

L 112 Frivi LA sirdion ou &ré currenily

Downtime =30min?

| 01> fcatupgrd

s Checklist i

ol The updrade path will affect the upirade mathod you chama.

Related Video: Dulabes Lngrade

MM Objects — L2
step content

Marnl Uoorades to 11gR2 (Doc 1D

0.17 pronickss a checklist for manual upgrades.)
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32



. Rich Content at L2 level D6

Upgrade Advigor: Database [ID 251.1]

Moddifiees 24-JUN-2010 Tipe REFERENCE  Status PUBLISHED
Database Ungrade from 10.2to 11.2 = Caonfigure

1. Bwaluate 2. Flan 3. Configure 4. Test . Implerment E. Azcept

Phase Overview Review Critical Patch Advisory
," Step by Step Guide . . .
Are there any new critical patches that should be included in the upgrade?
= Rewiew Critical Patch Adwvisony
# Perform Upgrade on Test System

B Perform postupgrade tass Description: Create list of any mew critical patches to be applied to your target CRACLE_HOME as part of the upgrade process,
B Implement Operational training Duration: 1 hour
= List milestone artifacts Audience: Implemnentation staff

Review Current Critical Patches
a Plan phase you constructed a list of recommended patches ta apply, When reconfiguring wour test system before each test cycle, :tlcaht?::;:;tndations
ish ta find out if any critical patches have been released that should be included in vour next test cycle, Wwie don't recammepd
* changes bo your patch plan that are not critical at this time, but before the upgrade is it worth finding out, Testie=tRlication of
z ——— " i discowerad at this time in your test environment and request any merged patches needed to aoo =W critical patches without
all back ary patches that are part of vour final patch plan, Then apply any ne ol target ORACLE_HOME before

. Patches and Updates Tab

[ORACLE wromscsc maer

Knowledge
Patch Set Updates for Oracle
Praducts [ID 854424,1]

2.0.% @rid Infastructure Bundle
Patch Information [I0 1082334.1]

Critical Patches

T Recommendations feature:

Patch taust be dona AFTER you have installed 11.2 on your test systern, and then requires installation of Configuration Manager 10,3

Recommendation
Webcast mation, please read My Oracle Support Patch Recommendations (Doc 1D 847411.5).

LR omacie,

PSU MOS Note
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Specific Guided Pathways for V1 el

- 10.2.0.4 to 11.2.0.1
* 9.2.0.8 to 11.2.0.1(Pending)

*11.5.10 CU2 to 12.1.2
» Technical Upgrade path (Techstack)
* Financials
« HRMS HCM

« FMW: OAS 10.1.2 Forms/Reports Services to FMW
11g Forms/Reports Services

« FMW: OAS 10.1.2 Portal to FMW 11g Portal

+ HCM 8.9 to 9.1

PeopleSoft - FSCM 8.9 — 9.1
» PeopleTools 8.48/49 to 8.50

Siebel
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